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PHONE FRAUD:

To take out a loan in order to cancel another
loan allegedly taken out in your name by unknown
persons and transfer funds to a special account

. FRAUDSTERS \ A To install software allegedly to prevent
l ARE TRYING . \ g 2 fraudulent attack on your account

TO CONVINCE |
by posing as la ,
efrfliforcerge:‘l}( Yy N To transfer your capital to an
| orricers, a. : 4 - |} allegedly safe account so that they
‘ representatlves SN are not confiscated during a search
or the head
of your
organization 4@ 7o provide personal data and the SMS
, < y b\ code — such information grants fraudsters
access to your account or service

WARNING! FRAUD!

ON SOCIAL NETWORKS AND TRADING PLATFORMS:

.. &

To transfer a prepayment for a non-existent
product in a fake online store or using
changed bank details

To follow a fake banking system link and N\ T4
enter personal data (login and password, A\ FRAUDSTERS ARE

card number and CVC/CVV code
of the bank card, SMS code, code word) ’ TRYlNG_TO CONVINCE
- by posing as sellers,

friends, business partners,
To transfer funds to a card or make head £ tm
a payment for a relative, friend or heads of investment

or loved one ‘ projects

To invest funds in a project on a fake
exchange allegedly to receive
passive income

: y X Main CyberCrime Department
on our website b e of the Criminal Police at the

. Ministry of Internal Affairs of the
https://mvd.gov.by Repablic of Belarus




PHONE
SCAMMERS

\ MAY PRETEND
TO BE BANK EMPLOYEES
LAW ENFORCEMENT OFFICERS

DO NOT
YOUR CARD DETAILS OR SMS CODES

DO NOT s
LOANS AT THE REQUEST OF THIRD PARTIES

DO NOT i

SOFTWARE AT THE REQUEST OF THIRD PARTIES
Do NOT TRANSFER FUNDS

TO A “SECURE ACCOUNT"” _  EREE

More information i heed

Do No CLICK ON LINKS on our website | ¥y

FROM STRANGERS https://mvd.govby - [gjk:]

CALL THE BANK(W it

you did not perform

Gl e iy e et & [Lrcuare being persuaded
o take out a loan and transfer

—J > ) funds to a "secure account”

If you are asked to provide

information to cancel an allegedly 4 If a loan has been approved
' executed power of attorney V our name that you

regarding transactions on your deposit | 'd'} not apply for
CALL THE BANK BACK!

' IF YOU ARE ASKED TO TAKE PART

IN "EXPOSING AN UNFAIR
BANK EMPLOYEE"

ENABLE PRIVACY
IN MESSENGERS

Main CyberCrime Department
of the Criminal Police at the
Ministry of Internal Affairs of the
Repablic of Belarus




npeponnare

< 0 ApeHnaa ksapTupe! L

B cetn

HaKOHeu-rov
noaxoAasaLiuu
BapUaHT...

W ueHa
XopoLuas.

Ha keaptupy yxe ects
Xenatoume. 1:28

Y1o6bi 3akpenuTs e 3a Bamu,

HYXHO BHeCTH npenonnaTy.
11:28

Horosop odopmum nosxe
NPy BCTpeye,

11:29

Xopoujo, A nogymao. 1130w

1-KoMHaTHas KBapTUpa
Mukck, uewtp, METPO PAROM

35M® - 8atanua12
CoBpemeHHsii PEMOHT, BCA Mebeny
M TeXHUKa

380BYN/mec. Q©

‘ ApeHpa KkeapTupb!
| < () 8 ce™ "

Xopouwo...
nepesegy HeMHOro,
Y4T06bI
3abpoHuposarb. )

HyxHo gonnarurs
OCTaBILYIOCA CyMMy.

Ha kapry nonyaren

9900 0000 c00s

Torpa KeapTupa ToyHo Gyger
3aKkpennewa 3a samy,

Cymsa
80 By

H53Naveime Nnatexy
Sponnpoaauue K8apTYpy

° Torogg
80 BYN

e
P ®88gek0

300 BYN

Hamavenme nnaresy
Bponuposanue KBapTUpK

Mepesecry
lotoso

300 BYN

Nepesegeno

1 pymana,
4TO NPOCTO
6poHupyto
KBapTUpy...

n ApeHaa KeapTupel
€ Y Guina) 8 ceh Bvepa 8 14:20

IMoxas neperecém noaxe.

A ceitvac & ApyroM ropoge. - .,

O6ussnenvie yxe Hegocryno, )

16:35

9 Axkaykt HegocTynex

[ins Bosspara cpeacrs
nepeiauTe no cosinke:
vernut-dengi-info,ry

: aM.
i o He nepeBoauTe npegonnarty 3a apeHAy Wb HE3HAKOMbIM L

He cornawairecb Ha “6poHupoBaHue” 63 IMYHOro 0CcMoTpa

KBapTUPbl U NPOBEPKU JOKYMEHTOB. .
Ecnu Bac TOponsT ¢ ONiaToi — 310 MOXET GbiTb MOLIEHHUYECTBO.




Yvy>xou iCloud

1

1239

Kak ycraHoBuTh
N 4
i Pabotaer 6e3 n’
m JVIWHKMX HacTpoek!
s -
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MomowHuk
OHNanH

370 GesonacHo.

Boiiiau 13 ceoero
iCloud. v

Boliau B cnyxebHbii
aKKayHT ans
YCTaHOBKM.

| Ceivac 3aiigy..
Bxon s Apple D U CKavato.

Boiqure, Tobw WCrOne208aTs
ﬂmmnumwcmﬂunmg

Agple 1D YCTponCTeo
3a6n0KUpOBAHO
yCTPORCTEO
J ple ID.

alele))t

a|xis
slajniei®

a es

- BARE

Pa3bnokuposumk A npocto xoten
YCTaHOBUTb

Xoyewsb BepHYTL NPUNOXKEHKE...

AOCTYN — nnatu.

WHaue TenedoH
OCTaHeTCs
3ab10KMpOBaH.

Mocne onnatel
CKaXeM, YTo fenarb
panblue. 1

Onnara: 300 BYN

He Bbixopaute u3s ceoero iCloud
No COBETY HE3HAKOMLIEB.

& He Bxoaure B “cnyxebHbie”

wnu “dannosbie” Apple ID.

Ecnu Bac npocat cmenutsb iCloud
paayu YyCTAaHOBKM — 3TO MOLUEHHUKM.




[o6pblit feHb,
370 JHeprocoHbIT.

MpoBogutcs
npoeepka
CYETYUKOB.

HyXHo yTouHuTL
BallM AaHHble ANs
opopmnenns
3afBKMU.

Ceityac Bam
npuaeT
coobLeHue.

lMpogukTyiiTe kog
ANS NOATBEPXKAEHNS
3asBKM,

Caog,
; Eﬁvacu‘eﬂne

Kog

Bce chepexenus
6N CHATBI.

MoweHHuKu
MCNONb30Bank
KOZb! ANs BX0Aa

R o

Onepauwy no cyéty

Mepeson cpeacre

-500 BYN

Mepesog cpeacrs

-1200 BYN

Mepeaon cpeacts

-350 BYN

Mepesopn cpeacrs

-800 BYN

Ha3zogurte,
noxanymcra,

OMACHbIX 3BOHOK

damunuio, ums,

0T4eCTBO.

MoaTeepauTe
BalLK AAHHbIE.

HeuzBecTHble

nony4uu KOCTyn
K MHTEPHET-BaHKuHry.

Co cyéTa Hayanu
1CYE3aTb JIEHbIY.

Xopouwo...
cemnyac cKaxy.

Mepesoa cpeacts

| -150BYN .

Mepesop cpeacrs

-320 BYN

| Nepesop cpeacte

| -200 BYN

¥/| bBanauc:

350 BYN

Al nymana, yto 310
06bl4Has NpoBepKa...

@ He coo6waiite no TenedoHy nepcoHanbHbie faHHble U Koabl u3 SMS.
@ CoTpyaHVKM KOMMYHaNbHbIX CNY)X0 He NPOCAT KOAbI NOATBEPXXAEHHUS.

Ecnu Bac ToponsT u npocsAT Ha3BaTb KO — 3TO MOLIEHHUKM.




Koa pna pomodoHa

| O6bIuHbIi AeHb. HeoXUAaHHbIA 3BOHOK.

Wb i

310 Cyxba
3aMeHbl JOMOpOHa.

B

(B Bawem nogvesge
MEHSIOT NaHesb.

7" [1n9 NONyYeHUs HOBbIX
KNioveit BOCTYNa HYXHO
MOATBEPATH 3asBKY.

‘ OH He 3aMeTun, YTo KoA NPULEN
- COBCEM He 0T Cnyx6bl foMooHa.

% Moii 6aHK

Hazosure, Kakumu
KapTamu none3yetech. Cuera u kaprsi
Ocxosmolt cvt

Ckonbko seHer - 1200 BYN
Ha cyetax?
72 Kapra ans nocynox
Yrobbl 0besonacuts 350 BYN
cpeactsa, nepesegute [N
X Ha CneymanbHbli

Haxonrensing e

2480 Byn

Coobuenre

Cet

Baw X0

Ceityac Bam
npMAET Koa.
| —
S IMpoaukrysite ero,
WA u 3asska byger
n nopreepHi® 14

ogopmneHa.
4821 —

[a, npuweén...
ceifyac cKaxy.

Bb! To/1bKO 4TO
coobiymnyu Kog
MOLUEHHUKaM.

MPABOOXPAHUTE/TbHBIE
OPTAHbI

HyxHo cpoyHo
NPUHSATb MepbI.
Hukomy He
pacckasbisaiite
0 pasrosope.

Bcé Havanoch
C 0JHOr0 3BOHKA...
1 04HOr0 Koga.

>

He coobwauTe koabl us SMS.

MpaBooxpaHuTenbHble OpraHbl U 6aHKKM He TpebyioT

nepeBoAUTb AEHbIM Ha “6e3onacHblit CYeT”.
Korna BacC nyrawT U TOpPonAT — 3TO MOLIEHHUKMN.




Cnuwukom
BbIroAHas LeHa...

HyxHo ycnetb
y y Po6ot-nbinecoc

KynuTb!

Ceityac [ Odpopmnenve [OCTaBKU
BBedy AaHHble Al

BeeawTe faHHbIe KapTbl
KapTbl...

Homep KapTbl

YXHK XXX XXXX XXXX

Cpok peicTsns cwW

MM [ TT

Cnucanve cpeacTs

| -120BYN
’ 0 Banx

Cnucanue cpeacTe

-260 BYN

05“;(

CnucaHve cpeacts
-350 BYN

O 5o

Cnucarine cpeacte

-470 BYN

[ — - —  bBananc: 15 BYN
MolueHIHUKN nonyyunu pocryn
K AaHHbIM KapTbl U CAucCanu AeHbr

CYNEPLIEHA!

Mpopaasey
OHNavH

] Tosap B Hanuum. .,

[na odopmneHus
AOCTaBKW nepeiiante
Mo CCbinke.

Onnatute yepe3
6e3onacHyio hopmy. ..

0 Bank

Cnucanue cpeacTs
-120 BYN

0 Bank

Cnwcanve cpeacts

-350 BYN
Moyemy cHoBa

cnucaxue?
o 7 banawc: 15 BYN
Co cyéta (
y1cyesatot

AeHbru!

_ ' 1 aymana, uto
L | npocTo odopmnsiio

@ He nepexoguTte Nno COMHUTEJIbHbIM CCblIJIKaM Mpu ounaﬁu-noxym(ax.

@ He BBOAMTE AaHHbIE KapTbl HA HENPOBEPEHHbIX CaiiTaXx.

A CnuwwKOM BbIrogHas LieHa 1 Cnewka — 4acrble NPU3HaKW MOLEHHUYeCTBa.




KAK 3AIIATUTH CEBS OT THTEPHET-MOIIEHHAYECTBA!

MOIIEHHVKY MOCTOSHHO COBEPIICHCTBYIOT CXeMBbI 0OMaHa, 9TOOBI 3aIlONy9HTh
BaImM JeHbrd. Jusa cBsasu ¢ Bamwu, KpoMe WHTEpHET-3BOHKOB B MecCeHIkepax Viber,
Telegram, WhatsApp ¥ WHBIX, OHH MOT'YT HCIIOJb30BaTh CTALlMOHAPHYIO TENE(HOHHYIO
U MOOHIBHYIO CBSI3b, & TaKKe HKHTepHET-BHIEOCBA3b. Yallle BCEro MOINEHHHKH
HPEeNCTABIAOTCS COTPYLHUKAME IIPAaBOOXPAHUTENBHBIX OpPraHOB, CIELHAAINCTaMU
OIIEpaTOPOB COTOBOM CBSI3M, OOCIYKHBAIOIIKUX OpraHu3anuil (AoMooHHONH KOMIaHHei,
BoIOKaHAI ¥ MMBIX) TOCYIAPCTBEHHBIX MM OAHKOBCKUX OPraHW3alliiii, peske — BaIliM
POICTBEHHUKOM HJIM PyKOBOIUTEIEM, OpPOKEPOM WM TPEHIepoM KPUIITOORPIKH;

HAUBOJEE AKTYAJBHBIE MOIEHHNYECKHWE CXEMbI

s Coo0marT, 9TO 3aKOHYHJICH CPOK AedCTBHS AOroBOpa Ha YCJOYIrd CBSI3H,

yOeXKIArOT COOOIMUTE WM KOZBI M3 SMS-COOOIIEHHWY WM IIO CCBUIKE W3 MECCEHIKepa
CKauaTh (PefikoBoe NPMIOKEHHEe, YTOOBl IIPOMIUTH yCIyTy. Takue IpUIOKeHUS NaioT
BO3MOXXHOCTb MOIIICHHHUKAaM BUJIETh BCIO MH(MOPMAIMIO C dKpaHa cMapTdoHa (KOl U3
CMC, JIOTHHEI ¥ TTapoiiu XK 6aukuary). Hamno 3HaTh, 9T0 6€30I1aCHO CKauMBaTh IPUIIOKCHIS
TONBKO M3 o(UIUambHEIX MarasuHoB «Google Playy», «App Store», «App Gallery», a He
IT0 HaIlpaBlIeHHBIM cchuikaM. Hukomy He nepegaBaiiTe KOAbI U3 SMS-COOOUIEHUH.

% Coo0ImarotT 0 BO3HUKIIEH mpoblieMe, BXOAAT B JIOBEpUE U MPEIararoT IIOMOINb B
ee pemeHun. Hanpumep, XepTBYy OIIapalidBaloT IIOJO3PEHWEM B COY4YacTUHd B
OpecTYNJIEHNH, NPeACTOSINUM MpoBedeHHeM OO0bICKA W H3bATHEM [EHEKHBIX
cpeacTB W HeHHocTed. JUII WX COXpaHEHWs IpemiaraloT IIEPeBECTH HaJWUHEBIS
JIEHEeXXHbBIE CPEJICTBA Ha SAKOOB! «3allUIIEHHBIM cueTy AJIsl JeKJIapupOBaHus.

% VIHETepHET-IPEeCTyIIHUKY yMEeJIO0 IIONB3YIOTCS BO3MOXKHOCTIME Helpocereit. Ilpm
IIONTy4eHuH o0pasiia rojoca i GOTo OHHU CO31af0T (PeHKOBBIe COOOIEHMS MITH BHIEO OT
HMEHH pOJCTBEHHHKOB MHJM 3HAKOMBIX. 3aTeM KOHTaKTaM JKEPTBEI PaCCBLIAIOT
IIOJIeNIbHEIE Hpoch0Obl O MAaTEépHAJBbHOH IOMOIIH, NOCPEICTBOM IepeBoga HAa
OGAHKOBCKYIO KapTy WM Nepelayu depe3 «3HAKOMOroy.

% UYacto xubGepMOUICHHUKH HpeNCTABISIOTCS OpokepaMu WM TpelaepamMu
TOProBBLIX ILIOLIAAOK M HpefjaralT KepTBe YBEJHUYUTH A0X0A, 0e3 KaKkux-aubo
HABBIKOB M 3HAHHH, HHBECTHPOBATh H3HAYAJBHO HeGoabmyI0 cymMmy. B UuaTEepHETE
OHM pasMeInaloT caiT HecymiecTByIomeidl Oup:kum ¢ rpadukamMy ¥ JUarpaMMaMH.
PerucTpupyroT BKIIaTUUKaM JMYHBIA KaOWHET W HEMOHCTPUPYIOT SKOOBI TIONYyYSHHBIH
moxon. MHorma maroT BBEIBecTH HEOONBIIYIO YacTh [IeHEL, HO Bcerma yOexmaror
IIPONIOIDKATh BKIIAJBIBATG Bce OONBIINE MEHEXKHBIE CPEACTBa, KOTOpPHIE IIPEIJararoT
ONOJDKUTD Y 3HAKOMBIX, IIOYUUTh B KPEAUT WIH OT IIPOJAXKH KBS,

% B commanpHBIX CETIX HABSI3YWBO PEKIAMUPYIOT ITOIMYJLIPHEIE TOBAPE WK yCIIyTH
10 3aHMIKEHHOH IeHe, IpomaBIEl TpeOyior mpenomiary? HE JTOBEPSAMTE! Tax
IIOCTYTIAlOT MOIIEHHUKHU. JTO caMas pacHpocTpaHeHHas cXeMa MOIIeHHHYecTBa,
0c000 TOmyNsIpHa B IIPENNpa3[HUYIHbIE JHU WX Ha IIHMKE ITOIYJISIPHOCTH Ce30HHBIX
TOBapoB (eNKM K HOBOMY IOy, IBETH K 8 MapTa, IOUHEI, cazoBas MeOenb u T.JI.).
Hwxorma He mepexoauTe IT0 HE3HAKOMBIM CCHUIKAM X He BBOAUTE PEKBU3UTHEI CBOEH
6aHKOBCKOM KapThl. MOIIEHHIKY YaCTO MACKHPYIOT CCBUIIKH IO OIJIATY HOCTABKH HIIN
OILIATY YCJYrH ujy ToBapa. [loMHuTe, AJIg TIOTyYeHUs IlepeBosia Ha Banry 6aHKOBCKYO
KapTy HE KOJ IOATBEPKICHWS He HYy)XXEH, a NOKyIKa B HMHTEPHETE — JTO B IIEPBYIO
o4epesb PHCK.

Bynbre OquTeabHbI! DTH 3HAHUA IOMOrYT BaM cOepednb Ballld JeHbIH!



OCTOPOKHO — MOIIEHHUKNA!!!

BAM 3BOHAT HEV3BECTHBIE, IPEACTABJIIOTCA COTPYJHNKAMMN
TTPABOOXPAHUTEJIBLHBIX OPTAHOB Y ITPOCSIT IIEPEBECTH JEHBI'Y HA «BE3OMACHBIA
CUYET» UL « IEKJIAPAPOBAHUS» — HE BEPBTE! BAC ITBITAIOTCA OBMAHYTh.

COTPYIHUKY ITPABOOXPAHMTEJIbHEIX OPTAHOB HUKOIJA HE TPEBYIOT OT
BAC AKTHBHBIX JEVMCTBUM IO TEJIE®@OHY. MOIIEHHUKY BCETTIA BYIIYT IABUTL HA
BAC TICHUXOJIOTMYECKU U YI'POXATH OBBICKAMU U APECTOM. MH®OPMAIIHUIO O
JIIOBOM COTPVIHUKE Bbl MOXETE HOJYUHUTH, OBPATHBIIMCH B OKCTPEHHVYIO
CIIVXXBY MMM 110 HOMEP 102.

B UWHTEPHETE BAM IPEIJIATAIOT IIPEVYMHOXWTH CBOM JIOXOO HA
VHBUCTULMSIX BE3 KAKVX-TMBO HABBIKOB U 3HAHIM — BYJIETE OCTOPOXHbI! TAK
JIOBEPUEBBIX T'PAXJIIAH 3AMAHMBAIOT MOIIEHHUKW. O BCEX JIEMCTBVIOIUX B
PECITYBJIMKE BEJIAPY Cb BUPXXAX Bbl MOXETE Y3HATDL B MHTEPHETE.

B COITMAJILHOM CETU PEKJIAMUPYIOT ITOTTVIIAPHBIN TOBAP 110 SAHIKEHHOM
IEHE U IIPOJABEL] TPEBYET IPEJOILJIATY? HE JIOBEPAWTE! TAK JIEJIAFOT TOJIBKO
MOHINEHHUKN. 5TO CAMAS PACIIPOCTPAHHEHHA{ CXEMA MOIIEHHWYECTBA,
OCOBEHHO IIOJIB3VIOIIAACA IIOIIVIIAPHOCTBIO B CE3OHBI ITPA3ZTHUKOB (EJIKU K
HOBOMY I'OLLY, IIBETEI K 8 MAPTA).

HUKOI'TA HE HNEPEXOIUTE IIO0 HESHAKOMBIM CCBIJIKAM KM HE BBOIUTE
PEKBU3UTHI CBOEW BAHKOBCKOM KAPTHL MOINEHHWKM YACTO MACKHUPYIOT
CCBIJIKA ITOJ] OIVIATY HOCTABKMH MJIM OIVIATY YCIYI'Y NJI TOBAPA. [IOMHUTE,
UTO HOKYIIKA B MTHTEPHETE - 35TO B IIEPBYIO OUYEPE/Ib PUCK.

IOMOIIb BCETTA PSAIOM! TEJE®OH 3KCTPEHHOU CIYKBbI MUJIHIIAH - 102



OCTPOXHO - MOINEHHUKM!!!

~ BAM 3BOHAT HEU3BECTHBIE, [TPEICTABILTIOTCS COTPYTHUKAMM @UHAHCOBBIX M

TTPABOOXPAHUTEJILHBIX OPTAHOB U ITPOCAT TIEPEBECTH IEHBIM HA «BE3OIACHBINA

CUET» JULS « IEKJIAPUPOBAHU S, — HE BEPBTE! BAC ITHITAIOTCSI OBMAHYTb.

— B UHTEPHETE BAM IIPEJUIATAIOT IIPEYMHOXUTH CBOM NOXOI HA MHBUCTUIIUAX

BE3 KAKUX-IMBO HABBIKOB U 3HAHVM — BYABTE OCTOPOJKHBI! TAK JTOBEPUMBBIX
TPAYKITAH 3SAMAHVBAIOT MOIINEHHUKH.

— B COLIMAJIBHOM CETU PEKJIAMUPYIOT IOITVIIIPHBIN TOBAP, 110 3AHMKEHHOM IEHE

U ITPOJIABEL] TPEBVET HPEJOILIATY? HE JOBEPAWTE! TAK ITOCTVYIIAIOT MOINEHHUKH.

IIOMOIIL BCEITA PSINOM! TEJE®OH SKCTPEHHOM CJIYKBHI MUAJIUITAN — 102

OCTPOXHO - MOIIIEHHUKMN!!!
—~ BAM 3BOHAT HEU3BECTHEIE, ITPEJICTABJISIIOTCS COTPYTHUKAMU GUHAHCOBBIX WA
[TPABOOXPAHUTEJIPHBIX OPTAHOB ¥ TIPOCAT IIEPEBECTHM JEHBI'M HA «BE3OIIACHBIN
CYET» LI « IEKJTAPUPOBAHUST» — HE BEPBTE! BAC ITBITAIOTCSI OBMAHYTb.
-~ B MHTEPHETE BAM IIPEJUIATAIOT IIPEVMHOXWTL CBOM JIOXOJ HA MHBUCTUIIMSIX
BE3 KAKMX-JIMBO HABBIKOB UM 3HAHUM — BYIOBTE OCTOPOJKHBI! TAK JOBEPUMBBLIX
TPAXITAH 3SAMAHVBAIOT MOIIEHHUAKMN.
— B COILIMAJIBHOM CETH PEKJIAMUPYIOT TTOITYIISIPHBIN TOBAP I10 3AHMKEHHOM INEHE
Y IIPOJTABEIL] TPEEYET IPEJOILIATY? HE JIOBEPSIMTE! TAK I[TOCTYIIAIOT MOINEHHUKH,
IIOMOIIb BCEITA PSIIOM! TEJE®OH SYKCTPEHHOM CJIYKBbI MAJIAIIAN — 102

OCTPOXHO - MOIIEHHUKMN!!!
— BAM 3BOHSIT HEM3BECTHGIE, ITPEJICTABIISIIOTCST COTPYIHVKAMY OGMHAHCOBIX WITH
TIPABOOXPAHWTEJILHBIX OPTAHOB U ITPOCST ITEPEBECTY JEHLIM HA «BE3OIACHBIN
CUET» [V « TEKJIAPHPOBAHVSI, — HE BEPETE! BAC IILITAIOTCSI OBMAHYTb.
— B UHTEPHETE BAM ITPEJJIATAIOT IIPEVMHOXUTL CBOM JIOXOXI HA WHBUCTHINIX
BE3 KAKUX-JIMBO HABLIKOB ¥ 3HAHVI — BYIBTE OCTOPOJKHBI! TAK JTOBEPUMBBIX
TPAYCTAH 3AMAHVBAIOT MOINEHHIKH.
~ B COLMAJILHOM CETH PEKJIAMUPYIOT ITOITYJISIPHBIM TOBAP I10 3AHVKEHHOM IIEHE
W ITPOJIABEL] TPEBVET HPEJIOILIATY? HE HJOBEPSIITE! TAK IIOCTYIIAIOT MONIEHHIKIL
TIOMOIIb BCEITIA PSIIOM! TEJE®OH YKCTPEHHOM CJIVKBBI MUJIHIIHAN — 102

OCTPOXHO - MOIIIEHHUKM!!!
— BAM 3BOHAT HEM3BECTHBIE, IIPEJICTABJIIIOTCS COTPYIHUKAMU OMTHAHCOBBIX WU
ITPABOOXPAHUTEJIEHBIX OPTAHOB U ITPOCAT ITEPEBECTHU JIEHBIU HA «BE3OIIACHBIN
CUET» U1 « IEKJIAPUPOBAHUA» — HE BEPBTE! BAC ITBITAIOTCA OBMAHYTbD.
- B VIHTEPHETE BAM IIPEJUIATAIOT ITIPEVMHOXHWTL CBOM NOXOJT HA MHBUCTHUITHASIX
BE3 KAKHX-IMBO HABBIKOB M 3HAHWU - BYAGTE OCTOPOKHBI! TAK JTOBEPUMBHIX
I'PAKITAH SAMAHWBAIOT MOINEHHHUKMN.
— B COLIMAJIFHOM CETU PEKJIAMUPYIOT TTOITYJISIPHBIN TOBAP 10 3AHMKEHHOM ITEHE
Y ITPOJTABELl TPEEYET IIPEJIOILIATY? HE JIOBEPSIUTE! TAK ITOCTYTIAIOT MOINEHHWKMN.
IIOMOIIIb BCEITIA PSIOM! TEJIE®OH SKCTPEHHOU CJIYKBbI MUJIUIIAN — 102

OCTPOXHO - MOIIEHHUKMA!!!
— BAM 3BOHAIT HEM3BECTHBIE, [TPEICTABIIIIOTCS COTPYTHUKAMU ®MTHAHCOBBIX W
TIPABOOXPAHUTEJIBHBIX OPTAHOB U ITPOCST ITEPEBECTH JEHBLIM HA «BE3OIIACHBIN
CUET» JULI « TEKJIAPUPOBAHISI» — HE BEPBTE! BAC ITBITAIOTCSA OBMAHYTb.

— B UHTEPHETE BAM IIPEJUIATAIOT TIPEVMHOXUTE CBOM JOXOI HA MHBHCTUIIMAX
BE3 KAKMX-JINBO HABBLIKOB U 3HAHUN — BYABTE OCTOPOJXHBI! TAK JOBEPUMBBIX
T'PAKITAH 3AMAHVBAIOT MOINEHHUKNA.

— B COITUAJILHOY CETH PEKJIAMVPYIOT ITOITYJISIPHBIN TOBAP IT0 3AHMKEHHOM NEHE
W ITIPOJIABEL] TPEBYET HPEJOILIATY? HE HOBEPSIMTE! TAK [TOCTVYIIAIOT MOIUEHHUKH.
IIOMOIIb BCEITIA PSIJIOM! TEJIE®OH SKCTPEHHOM CJIVIKEbI MAJIUIINA —~ 102




3BOHUTb BaM B MecceHxepe
W cnpawuBaTh Ballu
NUYyHble faHHbIe!

3BaTb Bac y4acTBOBaTb
no Tene@oHy B nporpamMmmax
No nosne npecTynHUKoB!

[MpocuTb yCTaHOBUTL
Kakue-To apyrue
NPUNOXeHUs Ha TenegoH!

[NpocuTb NepeBecT AeHbIrn
Ha Kakue-To “6e3onacHble
cueral
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Kak He npeBpatuTtb iPhone B «kupnu4-

MolLLeHHUKN UCNONb3YIOT Pas/iiHbIe YNTOBKMY,
YTOObI 3a6n0KMpOBaTb Bal.l.le*yC'I%POMCTBO,
BbIHY>XAas BOUTU B/WX YYETHYIO 3anuncb Apple (iCloud)

OCHOBHble cxeMbl 06bMaHa

X «TMoMoupb ¢ bannamMmm»

Ccbinasicb Ha «<HeUCNpaBHOE YCTPOMCETBO», MPOCAT MOMOLLM
B AocTyne K ¢annam (potorpaduam, GOKyMeHTaM U T.4.) U3
o6nayHoro xpaHunuiua iCloud nytem aBTopusauuu B
MoLUeHHUYEeCKOM YHETHON 3anmucu

«becniaTHble Uurpbi n npuno»(eva»

PeknamupyioTt poctyn Kk urpam («<PUBG Mobile»,
«Standoff 2») n npunoxkeHusM («AioGramn») B TikTok
vnu Telegram, Nnpeanaras ycTaHOBUTb UX Yepes
npepocTaBeHHbIA aKKayHT Apple

«PaboTa/nogpaboTka»

O6elualoT BaKaHCUIO (HacTo CBA3aHHYIO C
TECTUPOBAHUEM MPUTMOXKEHUN), HO TPEBYIOT
BXofa B "KOpnopaTUBHbIA" aKKayHT Apple

KaK 3almTnTb cebd

He coonauT KOMY CBOW YUYETHbIE JaHHble
f b) oT akkayHTa Apple (iCloud)

He BXOoAUTE Ha CBOEM MOGUIbHOM YCTPOMUCTBE
B aKkayHT Apple (iCloud), npegocTtaBnieHHbIN
He3HaKoMuaMU U3 MHTepHeTa

He nepexoauTe No HeU3BECTHbLIM CCbUTIKaM U
</ He BBOAMTE AaHHble Apple ID Ha MOCTOPOHHUX

BAXHO! G

Ecnu Ball aKKayHT 3a6/10KUpOBaH MOLLEHHUKOM, CEPBUCHbIE LIEHTPbI HE MOMOFYT.
Pa36/10kMPOBKa BO3MOKHA TONbKO Yepes opuumanbHylo TexnoaaepKy Apple
MPK HaJIMYUK BOKYMEHTOB, MOATBEPXAAIOLMX MOKYMKY YCTPOHCTBA.

BOJIbLUE UHOOPMALIUU

B Telegram-kaHane I'naBHoe ynpaBrnieHue
KUWBEPKPEINOCTb . O NPOTUBOOENCTBUIO
CYBER_FORTRESS_BREST i KubepnpecTtynHocTn

KM MB[, Pecny6nunkimn Benapycb




OB/l anmunucTpaunu Jlenunckoro paiiona r.I'poaHo
NPEAYIIPEXKIAET!

B nacTosiniee Bpems (MKCHPYIOTCS yyacTHBLUHeCs (QaKThl pasMelleHns
MOLIEHHHKAMH B COLHAJbHBIX ceTsIX OObSBIIEHHI O NpOoJaxe MOMyJIspHBIX
cesonnbix ToBapos: «lIIMHbI», «EJIKH», 3uMHssl oJexaa M HHbIE, IO
3aHIKEHHOI LieHe, ¢ OOJBIION CKUAKOM, O/ IIPeAJIOrOM pacrpoiaxku CK1ana ¢
TOBApOM M MHBIX BBIMBILLIEHHBIX 0OcTosiTenbeTB. OT moKymateneii TpeOyroT
BHOCHUTB IPENOIUIATY WM IMOJHOCTBIO OILIATHThL MOKYIKY A0 €€ OTHPaBKH H
nonyuenus. Omuiata JSHEKHBIX CPEICTB 3a ToBap 0e3 MPOBEPKH PeanbHOCTH
MpoJaBla M TNPOBOAMMBIX aKLHil, BeleT K YBEJMYECHHIO IIAHCOB OBITH
00MaHYTbIM, T.€. JHIIHTbCS CBOUX JeHEeKHbIX CPEICTB.

B cBoeil mpecTynmHOW JeSTEIbHOCTH 3JIOYMBILUIEHHHUKH HCIONB3YIOT
aKKayHTHl coluanbHol cetn «Instagram»: «elochnik_by», «elkihous_by»,
«euro.tire.by», «sina365.shop», «bel.sneakers.shop» u unbre.

C menbto ob6e3omnacuTh cebs OMIayuBaliTe TOBap MM YCIyry mocie e
TOJy4eHUs, aKTUBHO HCIOb3yHTe HHCTPYMEHTHI HAlOXKEHHOTO IIaTexa H
obunuanbHble CIIyKObI JOCTaBKH.



